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Abstract—Manufacturers of automated systems and their com-
ponents have been allocating an enormous amount of time and
effort in R&D activities, which led to the availability of prototypes
demonstrating new capabilities as well as the introduction of
such systems to the market within different domains. Manu-
facturers need to make sure that the systems function in the
intended way and according to specifications. This is not a
trivial task as system complexity rises dramatically the more
integrated and interconnected these systems become with the
addition of automated functionality and features to them. This
effort translates into an overhead on the V&V (verification and
validation) process making it time-consuming and costly. In this
paper, we present VALU3S, an ECSEL JU (joint undertaking)
project that aims to evaluate the state-of-the-art V&V methods
and tools, and design a multi-domain framework to create a
clear structure around the components and elements needed to
conduct the V&V process. The main expected benefit of the
framework is to reduce time and cost needed to verify and
validate automated systems with respect to safety, cyber-security,
and privacy requirements. This is done through identification
and classification of evaluation methods, tools, environments and
concepts for V&V of automated systems with respect to the
mentioned requirements. VALU3S will provide guidelines to the
V&V community including engineers and researchers on how
the V&V of automated systems could be improved considering
the cost, time and effort of conducting V&V processes. To this
end, VALU3S brings together a consortium with partners from 10
different countries, amounting to a mix of 25 industrial partners,
6 leading research institutes, and 10 universities to reach the
project goal.

I. INTRODUCTION

The main effort in the development of automated systems is
placed on a key factor, which is getting them to work: as the
new functionality of these automated systems was shown in
development prototypes, they shall be introduced to the mar-
ket. Between a prototype demonstrating new capabilities and
a production version ready for the market, there are significant
differences concerning quality attributes such as safety, cyber-
security and privacy (SCP). The quality properties of a system
can be ensured through verification and validation procedures
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that take the respective requirements into account. V&V has
become a strong procedure to protect a system against cyber-
security attacks [1], as there has been a growing threat surface
dealing with cyber-physical attacks [2], [3]. As illustrated
in Fig. 2, cyber-physical disasters have become common
starting especially in 2005 to date affecting many sectors
like automotive, health, etc. This shows that cyber-threats are
not only affecting software assets anymore. Recently, cyber-
security is being diversified with new techniques, making
VALU3S’ multidimensional framework (covering a wide spec-
trum of cyber-physical security and safety in leading sectors)
a strong leverage for Europe’s development in emerging areas
mentioned in [4].

The focus of VALU3S [5] is on verification and validation
(V&V) of cyber-physical automated systems. To this aim,
VALU3S investigates methods, tools and concepts that are
not only suitable for the evaluation of automated systems,
but also improve time and costs of the V&V process. The
project aims to create and evaluate a multi-domain verification
and validation framework, which facilitates the evaluation of
automated systems from component level to system level, with
the aim of reducing the time and effort needed to evaluate
these systems. In this way, we will provide practitioners with
detailed information about all components involved in the
V&V process. Such information is then used to facilitate the
V&V process through the identification of V&V tools, con-
cepts and processes used in different domains. In particular, the
considered framework is multi-dimensional and multilayered.

The framework also facilitates a gap analysis within a
domain to identify the concepts that go beyond the boundaries
of a domain. The framework is then used as a major input to
obtain the main objective of the project, which is design and
development of V&V methods and tools that improve the time
and cost of V&V processes.

The project started on May 1, 2020 and will last for three
years. In this paper, we highlight the project goals, explain
selected approaches, describe application domains, and discuss



implementation issues.

II. PROJECT OBJECTIVES

VALU3S will cover V&V of automated systems in six
different domains: automotive, agriculture, railway, healthcare,
aerospace and industrial robotics. The high complexity of
automated systems incurs an overhead on the V&V process
making it time-consuming and costly. VALU3S aims to design,
implement and evaluate state-of-the-art V&V methods and
tools that reduce the time and cost needed to verify and
validate automated systems with respect to SCP requirements.
The objectives of this project are structured as follows:

1) VALUS3S will tackle SCP V&V for cyber-physical sys-
tems by creating a list of methods that is suitable for
improving the time and cost of V&V processes. To
do so, a V&V state-of-the-art analysis as well as a
gap analysis will be conducted to identify commonly
used V&V methods. The gap analysis facilitates the
extension of VALU3S repository of V&V methods by
identifying additional methods that take into account
(i) methods that are defined specifically for automated
system functionalities, (ii) methods that make use of
research conducted on an individual component to argue
about the SCP of multiple components, and (iii) combi-
nations of methods that allow us to provide arguments
and evidence for SCP of complex automated systems.

2) The project will develop a multi-layered framework
for more effective verification and validation of auto-
mated systems with respect to SCP requirements of the
VALU3S scenarios.

3) VALUS3S will introduce a novel V&V workflow that is
generic to reference methods in selected cyber-physical
domains. This will then be complemented by the imple-
mentation of tools supporting the improved processes.

V&V methods
and concepts

Multi-
dimensional
v&v
framework

Use cases with
automated
functionalities

V&V tools and
demonstrators

Fig. 1. VALUS3S focuses on improving the V&V processes.

4)

5)

6)

In addition to the VALU3S repository of methods,
the fulfillment of this objective is dependent on the
VALUS3S repository of scenarios, and detailed use case
descriptions.

In total, 13 use cases from 6 domains (Fig. 3) will be
considered to demonstrate the strengths of the proposed
methodology concerning both ensuring fulfillment of
SCP requirements, and reduction of time and costs
of V&V processes. For each of the target domains,
VALU3S will conduct a survey on state-of-the-art sce-
narios useful for evaluating SCP requirements of au-
tomated systems. This will be used to test and validate
scenarios for SCP evaluation of the proposed methodolo-
gies. To this purpose, the project will define evaluation
criteria that include (i) metrics that are vital to measure
system SCP within each domain under investigation, as
well as (ii) the criteria that are used to measure the
obtained V&V improvements such as test coverage, time
and cost needed to conduct V&V using a specific tool.
VALU3S will revisit and identify the weaknesses of
relevant safety and security standards, and develop a
concrete strategy to influence the development of new
standards targeting SCP, an active participation in related
standardisation groups is considered. This is comple-
mented via identification of gaps in different standards
with regards to V&V methodology to conduct SCP-
related V&V of automated systems.

VALU3S will provide guidelines for end-users and prac-
titioners to the testing community on how the V&V of
automated systems could be improved by taking into
account the time and cost of conducting the evaluations.
The aim is to increase the awareness of the importance
of conducting SCP V&V, and will be complemented
through dissemination of project results, active involve-
ment in scientific conferences and workshops, and fre-
quent press releases.

A. Key Performance Indicator (KPI)

These are the KPIs defined in VALU3S for a quantifiable
measure of performance over time for project specific objec-

tives:

1y
2)
3)

4)

5)

Improve at least 13 V&V methods in order to create the
VALU3S repository of improved V&V methods.
Create at least a 6-dimensional V&V framework and
detail the layers of the dimensions.

Develop at least 13 novel tailored V&V workflows that
will improve the time and cost of V&V processes.
Prove the concept of improved V&V processes by
applying the improved V&V methods and tools to 13 use
cases covering the 6 top-priority domains listed in ECS
(Electronic Components and Systems) Strategy Research
Agenda-2018 [7].

Present and detail at least 13 novel evaluation scenarios
(including their requirement specifications) for safety,
security and privacy evaluation through 13 realistic use
cases.
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Fig. 2.

6) Improve and/or develop at least 24 V&V tools that
aim to improve the time and cost of V&V processes
while dealing with hardware-, software- and system-
level cyber-physical risks.

Incorporate and make use of at least 13 SCP evaluation
criteria as well as at least 11 evaluation criteria suitable
for measuring the level of improvement obtained in the
V&V processes.

Conduct a comprehensive gap analysis on SCP V&V
methods, tools and concepts detailing strengths and
weaknesses of the existing standards through active
participation in at least 14 standardisation initiatives
which are also used as platforms to disseminate the
results of VALU3S.

Release 6 newsletters in addition to continuous updat-
ing and reporting of dissemination activities. Moreover,
VALU3S partners aim to disseminate the project results
through publication of at least 45 scientific articles.

7)

8)

9)

III. CONCEPT AND METHODOLOGY
A. Concept

In the VALU3S project, we focus on 6 domains, studying a
total of 13 use cases, described in Section V, that are semi or
fully automated. Alongside manufacturers of the automated
systems, manufacturers of microprocessors, sensors, robotic
arms, cameras, RADARs (RAdio Detection And Ranging),
LIDARSs (LIght Detection And Ranging) and SONARs (Sound
Navigation And Ranging) as well as developers of image
processing and machine learning algorithms [8], [9] are other
actors that play a vital role in the process of designing and
implementing automated systems.

As the functionalities of automated systems have been
shown in development prototypes, they need to be introduced
to the market. However, between a development prototype
demonstrating new capabilities, and a production version,
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and risks over the past decades.[6]

there are significant differences with respect to safety and
reliability. In other words, manufacturers of these systems
need to make sure that the systems work in the intended
way and according to specifications. This is not a trivial task
as system complexity rises dramatically with the increase of
automated functionality being added to these systems. With
rising complexity, unknown properties of systems under devel-
opment may emerge during the integration of components on
different levels (e.g., hardware, software) making it necessary
to conduct verification and validation of these systems before
making them available to the market, to provide safe, secure
and reliable systems for society.

The high complexity of automated systems also incurs an
overhead on the V&V process making it time-consuming and
costly. This is where the VALU3S project comes into the
picture: it aims to combine and enhance state-of-the-art V&V
methods to reduce the time and cost needed to verify and
validate automated systems with respect to SCP requirements.
To this end, we will design a multi-domain framework and
evaluate it with the aim to create a clear structure around the
components and elements needed to conduct V&V process
through identification and classification of evaluation methods,
tools, environments and concepts that are needed to verify and
validate automated systems with respect to SCP requirements.

The framework (the initial version of the framework is
illustrated in Fig. 4) is multi-dimensional as it identifies several
properties that facilitate the V&V of automated systems, and
maps each of these properties to the use cases under analysis.

As shown in Fig. 4, the framework is also layered, since the
evaluation process could be detailed with multiple alternatives
to choose from in each of the dimensions. For example,
the evaluation stage is layered into (i) verification and (ii)
validation. Note that this is an initial attempt to identify
different elements of the framework.

The framework, as whole, will target a level of automation
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Fig. 4. VALUS3S initial multi-dimensional layered framework.

up to level 3, i.e., it will provide a list of suitable V&V
methods and suggestions which users can view and adopt.
Indeed, the framework is planned to be further elaborated in
the course of the project as part of the work done in WP2, as
will be detailed in Section VI

The multi-dimensional framework and its web-repository
will be made available as part of the final project output and
will be possible to update with new V&V methods and tools.

B. Methodology

As already stated, the main goal of the VALU3S project is
to reduce time and cost of V&V in semi and fully automated
systems through the design and implementation of a set of
process workflows and tools resulting from an investigation of
existing methods, tools, and concepts, which are suitable for
the evaluation of these systems. The VALU3S methodology
consists of a four-step-process described in the remainder of
this section.

1) Instantiation of use cases and creation of VALU3S
repository of evaluation scenarios. To verify and val-
idate a system we need to define detailed test cases
as well as requirement specifications about different
situations where the use cases should be evaluated in.
These test cases are then used as a basis of the V&V
process, where the evaluation of the results of the
execution of these test cases provides evidence about
whether the system under test is safe and secure. It

2)

is challenging to generate appropriate test cases, which
are also representative of real-world scenarios. This can
significantly contribute to the time, cost and effort of
the V&V process. To do this, we plan to conduct in-
terviews with stakeholders in different domains to iden-
tify commonly-used scenarios, and create a VALU3S
repository of scenarios. The repository will also contain
scenarios designed and proposed by VALU3S partners
as a result of the identified gap between the commonly-
used scenarios and the need of the domains; We also
plan to conduct a commonality evaluation of the use
cases instantiated as well as VALU3S repository of
scenarios. This way, we can identify common points
between use cases and scenarios as well as grouping
the requirements of different domains.

Creation of VALU3S repository of V&V methods. We
plan to create a VALU3S reference method list to be
used for the V&V of automated systems. The reference
methods will then be used in the third step to implement
a set of process workflows and tools to reduce time,
cost and effort needed in the V&V process. To this
end, we plan to conduct an analysis of the commonly-
used and state-of-the-art experimental and analytical
V&V methods (such as fault and attack injection [10])
within each of the domains useful for evaluating the
SCP requirements of automated systems. Through an
analysis of the commonly-used V&V methods, we will



be able to identify the gap between the methods that are
available, and the ones that are needed for the evaluation
of automated systems. The VALU3S reference method
list would then contain the commonly-used methods
as well as (i) methods that are improved and (ii) new
methods that are created by a combination of existing
and newly developed methods;

3) Design and implementation of a set of tailored process
workflows and tools to improve the time and cost of
V&V process. We plan to design and implement a set
of process workflows and tool chains to improve time
and cost of the V&V of automated systems. Several
tailored process workflows have been identified and will
be investigated throughout the project. The design of
these process workflows requires detailed information
about the scenarios (step 1) as well as a repository
of V&V methods (step 2), which are accompanied by
information about different components and subsystems
needed within each environment to verify and validate
scenarios provided by different layers of the V&V
framework;

4) Evaluation of the tailored process workflows and tools.
The final step of the methodology corresponds to the
evaluation of the process workflows and tools that were
designed and implemented in step 3. To do so, we need
to create and detail a set of evaluation criteria to conduct
measurement and quantification of the SCP requirements
as well as comparing time and cost efficiency of the
tailored V&V workflows and tools. The evaluation of the
tailored process workflows and tools will be conducted
in a set of demonstrators.

IV. BEYOND THE STATE OF THE ART
A. Overview

V&V is one of the most important activities in the de-
velopment of cyber-physical automated systems. Developing
software that meets SCP requirements for those applications
is a formidable task. With new political and market pressures
to deliver more software at a lower cost, optimization of
their methods and standards need to be investigated. The
industry must follow standards that strictly set quality goals
and prescribes engineering processes and methods to fulfil
them. V&V is therefore a time-consuming task in front of
the dynamic behaviour and architectures of cyber-physical
automated systems, which are not necessarily known at design-
time [11][12][10][13].

This section deals with topics that constitute a significant
advance over the state of the art in V&V. As state in objective
1 (multi-layered framework), VALU3S addresses the V&V
of various dependability concerns with special focus on SCP
requirements and aims at advancing the state of the art across
multiple disciplines. One of the most promising is aspects here
is the application of artificial intelligence (AI) and machine
learning (ML) technologies to V&V and to understand how
data-driven testing can accelerate the V&V process. However,
VALU3S will also look at other more established design

approaches (model-based safety, run-time verification, risk
assessment, continuous architectural design and automation
of testing topics) and how they may be interfaced with new
hardware and software architectures (e.g., Digital Twin and
Fault and attack injection topics). Many of them exploit Al
as well, thus investigating how model-based and data-driven
testing can work together. Moreover, as the final aim of
VALUS3S is to fill the gap between research and the market,
specific topics address new platforms for V&V (robotics,
driving simulator, teleoperation and surveillance).

B. Machine learning

In the last 15 years, the research in the field of security for
CPS has focused on the study of external attacks and anoma-
lies which can affect the system [2]. Hence, one of the main
goals of CPSs security is to detect and isolate such attacks and
anomalies, often referred to as failures. In previous years, a lot
of effort has been spent in the development of Fault Detection
and Identification (FDI) algorithms to unveil system’s failures.
In particular, model-based approaches started in the 70’s, with
the pioneering works [14][15] on observer-based FDI, and
evolved from the 80’s [16] to date [17][18][19]. However, one
of the problems that arise when dealing with complex systems,
e.g. automotive systems, industrial plants, etc., is that deriving
a physics-based model can be burdensome or even prohibitive,
as for example in the case of complex buildings modelling
[20]. For this reason, in the last years researchers started to
investigate new approaches that are based on the use of data,
and that leverage Machine Learning (ML) techniques to create
the so-called data-driven models [20]. This is possible thanks
to the increasing use of the new technologies that allows to
both easily collect large amounts of data and to implement
data-driven algorithms in an efficient way.

In order to have clearer understanding on how the main
features that AI and machine learning approaches, mechanisms
and tools can be adopted in VALU3S activities, and how these
can support the development of improved V&V solutions, we
are investigating on representative sets of data- and behaviour-
related system characteristics. We will map the challenges
related to those characteristics to the project’s objectives, in
particular, in the application domains where solving these chal-
lenges can bring improvements over baseline V&V solutions.

C. Digital Twins

In Industry 4.0 all decisions on the business system opti-
mize based on real time information from vehicles, robots,
systems, components and people. Although there exist some
frameworks to support efforts towards industry 4.0 [21] [22],
building and automation of these systems is still expensive and
difficult. According to Industry 4.0, modelling (with Digital
Twins) plays a key role in managing the increasing complexity
of technological systems. A holistic engineering approach is
required to span the different technical disciplines and prove
end-to-end engineering across the entire value chain.

In most of the platforms providing Digital Twins simula-
tors (such as EHUB, FlexSim, SIMULS8, Arena Simulation,



Process Simulator, TaraVRbuilder etc.), SCP are still the
weakest component as such systems are still subject to cyber-
physical attacks. In VALU3S we will adopt effective fault
injection and cyber prevention mechanisms that may protect
the digital twins and the physical infrastructures of industry
4.0 factories. Among other techniques, virtual prototypes are
a natural candidate for such type of verification.

D. Failure Detection and Diagnosis

There exist different types of Fault Detection and Diagnosis
(FDD) approaches that are applicable to robotic systems.
Likewise, in the industrial robotics domain, faults have the
potential to affect the efficiency of the underlying process,
namely causing failures of internal physical components (e.g.,
robot, IPC, sensors, actuators), or even compromising the
safety of humans interacting with the robot. Concurrently,
when detecting a fault, usually a diagnosis process is induced
in order to identify which internal components are involved.
It should however be noted that applying FDD for industrial
robotics is a relatively new approach. On the one hand, there
exists a wide spectrum of different types of industrial robots,
and on the other hand there exist different FDD approaches
such as data-driven, model-based, and knowledge-based ap-
proaches [23]. Data-driven approaches for instance are based
on near real-time process data with the aim of statistically
differentiating a potential fault from historical data, e.g., via
clustering techniques such as Principle Component Analysis
(PCA). Model-based approaches use analytical redundancy to
detect and diagnose faults, while knowledge-based approaches
typically associate recognized behaviours with predefined
known faults and diagnoses. Analytical or stochastic a priori
models are particularly used in respect to internal sensors of
a robotic system when the system operates in a well-known
work environment. For robotic systems operating in unknown
environments, data-driven approaches are the better choice by
applying sensor fusion techniques for external sensor fault
detection. This means that multiple sensors sense different
aspects of the environment (e.g. orientation and location),
while their readings can be fused to form a consensus. Sensor-
fusion-based fault detection approaches for robotic systems
include different algorithms such as: Kalman filters, Dempster-
Shafer, correlation and distribution-based, and Bayesian net-
works. Relying on data-driven approaches, fault injection and
supervised learning induce expressions that are sensed by the
external sensors and form the basis of creating training data
sets.

There exists a deficit for using FDD approaches (particularly
data-driven approaches) that are dedicated to detecting and
diagnosing faults related to interactions between robots and
humans (HRI). Furthermore, HRI are subject to uncertainty
due to the fact that unexpected outcomes might lead to un-
known faults and failed interactions. VALU3S will go beyond
the state-of-the-art by applying FDD approaches to an HRI
semi- automated assembly scenario. Also the detection of un-
known faults while distinguishing between failed interactions,
that resulted from internal faults and failed interactions that

resulted from external events, will be considered in VALU3S.
Particularly in situations where faults might occur that were
not seen before, the application of unsupervised machine
learning approaches will be investigated complimentarily to
the proposed supervised learning. The state of the art in
FDD shall further be advanced by managing interaction-related
faults between humans and robots, as humans may have the
tendency to compensate for a faulty behaviour of a robot
during interaction. Therefore, the envisaged industrial robotic
use case considers (next to other external sensors of the HRI
workplace) the behaviour and actions of the human as well
by capturing the human movements with a 3D-shape sensor
system, with the aim of detecting potential fault-preventing
behaviours of humans, or for diagnosing the reason for a failed
interaction with the robot.

E. Hardware-based Solutions for Cyber-Physical and IoT
Security

CPSs have become commonly used in critical infrastruc-
tures, mainly in the context of power grids [24][25] and
industrial systems [26]. Besides very general examples like
the infamous Stuxnet attack [27], also several risks in different
contexts have been identified [28], as well as corresponding
methods, i.e. in the field of machine learning [29].

In VALU3S, we aim to improve existing hardware-based
security solutions, in particular, we aim to replace Physical
Unclonable Functions (PUF) solutions with True-Random
Number Generators (TRNG). The concept of a PUF was
proposed in 2001 as a physical one-way function. Since
then the concept has been explored for practical circuits to
enhance security. PUFs are meant to complement or replace
other hardware authentication techniques such as biometric
authentication, smart cards and hardware one-time password
(OTP) tokens. OTP tokens and smart cards can be either
replaced or complemented by PUFs. PUFs and TRNGs can
be implemented by similar architectures. PUFs can generate
unique single random numbers whereas TRNGs can contin-
uously generate random numbers that can be used as cryp-
tographic keys, padding bytes, blinding values, nonces, etc.
The alternative is the hardware-based TRNGs which will be
used in VALU3S. Hardware-based security by TRNGs will be
adapted to industrial applications enabling a low-level solution
against cyber-physical attacks. Here, an industrial FPGA-based
very fast TRNG will be developed to create OTPs for device
authentication which is indispensable in industrial IoT.

F. Model-based Safety Analysis

In recent years, there has been a growing industrial in-
terest in model-based safety assessment techniques (MBSA)
[30][31][32] and their application. These methods are based
on a single safety model of a system, and analyses are
carried out with a high degree of automation, thus reducing
the most tedious and error-prone activities that today are
performed manually. Formal verification tools based on model
checking have been extended to automate the generation of
artefacts such as Fault Trees and FMEA tables, which are



required for certification of safety critical systems [33][34]. A
distinguishing feature of some existing approaches to MBSA
is the possibility to automatically inject faulty behaviours into
a behavioural model, based on fault specifications taken from
a fault library. In this view, the behavioural model of a given
system, called nominal model, is augmented with the faults
to be injected, yielding the so-called extended model. The
extended model can then be processed by model checking
engines to generate Fault Trees and FMEA tables.

Existing tools that support MBSA via fault injection include
the xSAP safety analysis platform [35]. xSAP is a generic
platform for MBSA, which provides a variety of features. It
enables the definition of fault modes, based on a customiz-
able fault library and automatic fault injection. Moreover, it
implements a full range of safety analysis techniques, includ-
ing FTA, FMEA, failure propagation analysis and Common
Cause Analysis (CCA). Finally, XSAP implements a family of
effective routines for such analyses, based on state- of-the-art
model checking techniques, including BDD-, SAT- and SMT-
based techniques. Automated fault injection techniques will be
extended and tailored to the different testing layers identified
in the project, guided by use cases. The fault library will be
extended accordingly, to encompass fault types needed to deal
with fault cases. Techniques and tools for MBSA such as the
xSAP tool will be further engineered to address use case needs,
to address potential scalability issues, and to provide support
for certification activities.

G. Model Checking of Controller Design

V&V of the controller design of automated systems is a
fundamental problem to ensure SCP requirements. Control
software is often derived from simulation models, which in
turn are derived from control theory models such as dynamical
systems. A fundamental step in the verification and validation
of control software for complex cyber-physical systems is
the analysis of the interaction with the controlled physical
plant. Such interaction can be formally represented by hy-
brid systems, which combine discrete state transitions with
continuous dynamics equations. There exist several model
checking techniques and tools specialized for hybrid systems.
These tools are mainly focused on the verification of invariants
and most of them compute an over-approximation of the
set of the reachable states. HyTech [36] is a model checker
for linear hybrid automata, which represents the continuous
part of the reachable states using polyhedra. Phaver [37] and
SpaceEx [38] verify affine continuous dynamics with inputs.
Other model checkers such as HSOLVER [39], d/dt [40] and
Flow* [41] verify invariants of non-linear hybrid systems.
KeYmaera [42] is a theorem prover for hybrid systems that can
handle non-linear hybrid systems, with symbolic parameters
and an unbounded number of components. Other tools such
as HyCOMP [43] and HybridSAL [44] are based on SMT-
based model checking and encode linear hybrid systems as
infinite state transition systems and apply various abstraction
techniques.

Despite the availability of so many tools, the scalability

and applicability of automated and exhaustive verification
techniques such as model checking are quite challenging due
to the complexity of the dynamics used to model control
assumptions on the physical parts of the system. VALU3S will
consider software model checking and hybrid systems model
checking techniques, as well as their interplay, to overcome
limitations of the current approaches to formal verification of
these systems. Scalability issues of current model checking
techniques will be addressed by investigating new abstraction
techniques. In particular, algebraic decomposition [45] and
implicit predicate abstraction [46] will be combined to verify
hybrid systems with complex dynamics.

H. Monitoring Actions to support Run-time Verification

A software monitoring solution is based on the exploitation
of the processors that are executing the application under
examination to collect data useful for monitoring. For example,
the execution time estimation of a task could be done in
two possible manners: activating a timer (if available in the
system) at the start of the task and then stop it when the
task ends or generating interrupts in order to sample internal
state of the system (i.e., the program counter). There are
various examples of software based profiling systems, that
depend on the application [47] [48] [49] [50] [51]. Hard-
ware monitoring systems are based on dedicated hardware
resources able to carry out the profiling action. This means
that no source code instrumentation is needed and the software
execution by the central processor unit is not altered, thus
no overhead on execution time is introduced. For the same
reason, hardware solutions can guarantee the best accuracy
in performance analysis. However, these solutions require a
larger silicon area occupation for system implementation and
it is difficult to correlate low-level measurements to source
code performance metrics and the limited number of allocable
hardware resources. This often forces the collection of desired
performance metrics by means of multiple tests. Various
examples of hardware-based profiling approaches have been
presented in literature [52] [53]. To summarize, characteristics
of hardware solutions are, i. No execution overhead, ii. Bigger
area occupation, iii. Bigger power dissipation, iv. Difficulty
to correlate low-level measures with source code information,
and v. Redesign to be ported among different architectures.
Characteristics of software solutions are i. Execution overhead,
ii. Portable among different architectures, and iii. More occu-
pied memory for data.

In VALU3S, the proposed research solution in the context
of monitoring focuses on different points. The first is the
possibility to tailor and customize the monitoring system for
the system under examination: it depends on when to use the
monitoring action (i.e. during the lifecycle to characterize the
system or during development phases to support the designer);
and it depends on the platform selected for the system (ASIC,
reconfigurable logic). Other considerations should be done
referring to non-functional properties of the system itself
(how much overhead can be inserted, if a real-time profiling
action is requested, etc.). The second is the development of



a framework able to support the designer in the selection of
a profiling solution. The third is to integrate this framework
with support to provide the best instrumentation policy starting
from design requirements. The fourth is to execute parts of the
system within a simulated environment. Such setup becomes
necessary as the systems become bigger and bigger, where
the goal is to verify the interaction of a new component with
simulated existing system parts.

1. Wireless Sensor Networks Security

Wireless Sensor Networks (WSNs) are versatile and dis-
tributed sensing systems that are conceived to support a
wide variety of application domains, such as environmen-
tal surveillance [54], building automation, localization [55],
health monitoring, intelligent transportations [56]. Typically,
a WSN consists of a large set of sensor nodes, i.e. tiny,
low-cost and battery-powered devices with constrained system
(energy, computation, memory, and communication) resources
that are able to self-organize as an ad-hoc network. Relying
on WSNs for applications requires the commitment to develop
SW applications for such systems [57]. This might be very
challenging, especially when exploiting only traditional devel-
opment platforms [58]. As a consequence, in recent years a
lot of effort has been devoted to investigating the exploitation
of middleware as extended platforms for developing WSN
applications. Despite the several proposals available in the
technical literature, security is not usually included in the
services portfolio provided by middleware platforms. Never-
theless, especially when considering WSN applications in the
”control and monitoring” domain, one of the most important
issues is to ensure data and system reliability, and reliability
strictly involves security issues [59][60]. In this regard it
is worth noting that even if many network standards, like
IEEE 802.15.4, provide some basic security facilities, the
integration with other vendor-specific mechanisms, such as
the cryptographic keys generation and management scheme
[61] to feed the codec or the party authentication logic, is
mandatory for their effective practical adoption. Moreover, the
network layered architecture suggests that security services
should be implemented across multiple layers of the protocol
stack. In particular, a cross-layer design would enable efficient
and coordinated attack defence strategies and security services
for each protocol layer. However, security-oriented middleware
for WSNs often focuses only on cryptography [62][63][64].

One of the ambition in the project is to integrate in the
whole architecture a middleware for WSNs that provides
network security in terms of all its relevant aspects: data
confidentiality, data integrity, data authenticity, and system
availability. The goal is the prevention of passive attacks
on data through cryptography and also detection of active
attacks against network availability. Specifically, the services
provided by such a middleware will be: Party authentication
service; Key generation and management service using WSN-
specific mechanisms [65][66]; Intrusion detection and threat
estimation service [67][68]. The middleware and its services
will improve the V&V processes by providing enhanced V&V

methods (e.g., WPM-based IDS [66]) to check and to satisfy
the SCP requirements in WSNs platforms. The middleware
will be mainly tailored to real-world IEEE 802.15.4-based
WSNs and also to other kind of resource-constrained network
(e.2. MANET) exploited in the project.

J. A-priori and online Risk Assessment for automated systems

In recent decades, the electronic systems used in the most
varied applications have undergone a double revolution: they
have become increasingly autonomous, therefore able to per-
form even complicated functions without human intervention.
And a network of interconnected systems (Internet of Things)
able to communicate remotely, exchange information and
make decisions based on them was created. Since the nature
of these systems is becoming very complex, it is a challenging
task to enable quality assurance, especially satisfying a high
level of safety and security towards the system itself, but also
to protect the surrounding environment, human beings and
assets from undesired losses. In this context, Risk Assessment
could be a useful tool to identify potential threats, evaluate the
likelihood and the consequent impact, giving the stakeholder
a chance to define effective countermeasures and mitigation
strategies. To perform this assessment, several methodologies
have been identified [69]; the most common are HAZOP [70],
FTA [71], STAMP [72] and ETA [73]. However, none of them
represents a completely valid and comprehensive solution to
deeply analyse all the possible issues in such a complex,
dynamic and interconnected system.

In VALU3S, an ad-hoc Risk Assessment tool for Automated
Systems will be developed starting from current methodolo-
gies. This tool will a-priori be able to evaluate the level of
risk of system operations in a comprehensive and exhaustive
manner, considering several aspects such as: environment
conditions, presence of humans, communication between de-
vices, data management and protection, cybersecurity, physical
threats, electronic and mechanical faults, etc. Furthermore, the
RA tool will also be suitable to be applied during system
operations, in order to dynamically assess the most likely
and dangerous threats and give the chance to the operator to
immediately react applying real-time safety countermeasures
(e.g. change the parameters of the scheduled operations or
eventually stop them).

K. Continuous simulated evaluation of architectural design of
software-intensive systems

In today’s extensively dynamic software systems, there is a
strong requirement of continuous introduction of new features.
Continuous software engineering aims to deal with the rapid
changes within the software-based ecosystems [74]. Contin-
uous engineering considers business strategy, development,
and operations. Business strategy [75] considers continuous
planning and budgeting that evolve in response to changes
in the business environment. Continuous development [76]
[77] considers areas such as integration, delivery, deployment,
verification [78][79], compliance, and continuous architecting



[80][81][82]. Our focus is on the continuous integration,
verification, and architecting.

For the verification of individual components of a system, as
well as the interaction between components of a system, there
is a need to focus on the external behaviour of components.
A simple “gut feeling” in complex system is not a relevant
quantification approach. Instead, architects need to make de-
cisions based on facts. In order to do so, in VALU3S we aim
to extend the existing, state-of-the-art, architecture simulation
approaches to support continuous verification of architectural
decisions. Verification of the architectural decisions and the
architectural design, in a simulated environment, shall be used
for guiding the process of system architecting.

L. Medical robotics

The certification of Medical Devices in compliance with
current regulatory requirements is a critical aspect in medical
robotics. In VALU3S, we aim to move a step further to support
the certification of medical devices. The inclusion of some
new steps and tools to support new engineering methods is
required in order to detect the fulfilment of compliance with re-
quirements at earlier stages of development. The new product
must be designed to a high safety/security/performance level
compared with previous products developed by the company.
Approaches to address this include early analysis of the impact
of changed requirements, and coordinating the analysis of
security, safety and performance requirements. The test bench
platform to be developed in VALU3S will provide the means to
cost-effectively develop a medical device that incorporates the
monitoring functionality together with the control algorithm.

VALU3S will lead to significant advancements in the state
of the art and practice on compliance for medical devices in
particular in the research line of tasks automation by anaes-
thesiologists in the Operating Room. The goal in this use case
will be to make the execution of these activities more efficient
and at the same time more effective, with earlier detection
of either technical/medical risks and emphasis on ergonomy
based on human factors analysis. These advancements will
result in medical devices that are more trustworthy overall,
can be assured more rigorously and at lower costs, and have a
shorter time to market. Additional ground- breaking innovative
nature of the project lies in determining if existing cross-
domain approaches are a good basis to conduct medical device
development along the different project life cycles stages.
VALU3S’ use case on Vital Signs Controller by means of
Drug Infusion is, by itself, a technological break-through in
robotics and automation of tasks within the operating room.
One of the objectives in VALU3S is to develop a Hardware-
in-the- Loop Test-Bench Platform that will allow the system
to be verified under laboratory conditions, by simulating the
patient’s response to the drug-dose infusion.

M. Driving simulator

Automated and connected vehicles have been rapidly de-
veloped during the past decades. These vehicles will play
important roles in future transport systems. Up to now, they

were usually limited to bounded, protected and predictable
environments. Many aspects of such automated vehicles still
need to be successfully verified and validated before they can
be used on public roads. Conducting V&V on simulation level
using advanced driving simulators is our main contribution to
the state of the art, as simulation is a cost-efficient and risk-free
alternative. An advantage of using driving simulators is that the
whole vehicle-under-test is modelled (as opposed to having a
detailed model of just one component or a subsystem, which is
typically validated out of context). Therefore, using simulators,
we can verify and validate the whole vehicle systems, and
analyse how faults in components propagate through the whole
system. Furthermore, we can analyse the impact on the traffic
system level by using a simulation framework such as the
one proposed in [83], combining a driving simulator with
traffic simulators and network simulators (for simulation of
V2X communication) such as SUMO [84] and Veins [85],
respectively.

In VALU3S, the ambition is to create a methodology for
applying V&V processes in simulation environments for ad-
vanced driving simulators. The proposed methodology should
also validate whether the assumption(s) made during validation
of each element still holds for the system level and will use
propagation analysis to do so Moreover, with the driving simu-
lators, drivers can be added into the V&V loop. Involvement of
human drivers/operators in V&V processes is not commonly
considered yet, but we expect this to be an important aspect
of V&V of future vehicles and transport systems.

N. Teleoperation

Self-driving cars are recently a very popular and important
topic. Several applications of self-driving vehicles can also
be fulfilled with teleoperated cars. Some problems of fully
autonomous vehicles can be mitigated by interventions of a
human operator who is not sitting in the car, at the cost of
introducing other challenges, like latency of the control and
observation signals. Big players in the car industry such as
Waymo, General Motors’ Cruise, Nutonomy, Zoox, Drive.ai,
Uber, and Nissan are most likely developing teleoperation
systems. Since this domain is not publicly open and protected
by company policies, it is not easy to obtain schematic details.
There are also producers such as Caterpillar [86], Wenco [87],
Sandvik [88], etc., who focus on remotely controlled vehicles
working outside of the public infrastructure such as mining
or agriculture machines, but also their schematics are mostly
classified or incomplete. Generally, for both kind of manu-
facturers from the technological point of view the key issue
of the system is latency: Remotely controlling a car does not
work if latency is measured in seconds. Teleoperation systems
can be operated through plugging into mobile networks using
cellular radios. On a 4G connection with proper adjustments,
latency times can fall below 100 milliseconds. Moreover, some
producers design dynamic solutions such as adjusting the
resolution of the operator’s video feed when the connection
slows down [89]. The actual setup for the remote driver still
evolves, but most of the producers use the feeds from various



cameras on the car, a map of the area combined with GPS
feed etc. To enable the teleoperation solution in general for
public use, it is required to use a certain degree of safety and
security. Conducting V&V especially of publicly accessible
components of the teleoperation system, which is in this case
a mobile network, is crucial to achieve this.

We plan to develop (and use) the VALU3S testing frame-
work to examine and reduce the safety risks originating from
the publicly used components of the system, especially focus-
ing on the variable availability of the LTE network and pos-
sible latencies there. Based on the outcomes of the VALU3S
testing framework, new safety features can be developed into
the teleoperation and control modules to mitigate safety risks
in remotely controlled cars.

O. Safety function out-of-context

Design, Test and Certification of safety-critical system
components that are integral parts of system of systems are
challenging and costly tasks. Connecting systems together in
a chain increases the risk of cascade faults, which means
that each individual system component must be designed at
a an extremely high safety-level so that the combined system
achieves the required MTBF (mean-time between failure)
that the safety standard dictates for the industrial domain
in question. Further, the safety standards often demand the
use of dual or triple channels to achieve the required safety
level through redundancy or diversity. Currently, FPGAs are
not used much in safety-critical systems, partly because of
their susceptibility to soft-errors (e.g., data has been corrupted
but the circuitry is still completely functional), but partly
also because integrating many components in the same chip
contradicts the way voltage diversity is treated in the calcu-
lations of MTBF in the safety standards. The voltage supply
becomes a single point of failure. Thus, if the chip loses its
power supply, both functions will disappear. The latter issue
situation is usually alleviated by providing a dual backup for
delivering voltage.To reduce the FPGAs susceptibility for soft-
errors, the configuration memory of the FPGA needs to be
scrubbed regularly to correct any single-event upsets that have
occurred. This is done by instantiating a SEM core (Soft-Error
Mitigation) on the FPGA. The SEM-core can fix single bit
flips and detect multiple faults. An alternative technique for
restoring functionality is Run-Time Reconfiguration (RTR) of
the FPGA. Further, a SEM core can be used to inject faults
in the configuration memory during run-time, which allows to
partly perform the tests required by the certification process.

In VALU3S, we will implement a typical industrial safety-
critical function to see how SEM cores in a Healing Core
configuration [90] and the test/fault-injection methods behave
in an industrial-like setting and how it affects the up-time,
robustness and availability of the safe component. The idea
is to detect the error using redundancy, and then repair the
faulty sub-system component during run-time, before the safe
functionality of the system is compromised. We will further
determine how the fault manifests on the next level in the

system hierarchy and create fault-models thereof for system
simulation.

P. Intelligent Traffic Surveillance

In case of the Traffic Surveillance domain, systems are
often very complex and consist of various components, often
distributed over a site or even located at distant places (e.g.,
cameras. IR flashers, radars, other sensors, networking HW,
servers, etc.). The systems are mostly not designed from
scratch but reuse some existing solutions and often add some
HW (or sometimes SW) for desired new functionality. In
the case of such complex systems, the early adoption of
V&V methods and tools, from the first phases of development
process [91][92][93], is crucial.

Using the VALU3S V&V framework, the reliability and
security of systems can be ensured before deployment of the
systems to the field and thus catch most of the bugs introduced
to the systems during design or redesign phases. This will
sure result in reduced costs and reduce effort spent on system
maintenance and bug-fixing after installation.

Q. SCP Test Case Automatic Generation and Execution

Manual test design, despite being the main technique in use
for creating test definitions, is a lengthy, resource-intensive
and error-prone task. The created test cases shall demonstrate
t